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[ Chapter -9 | _
| TR gR& HI U<y |

((Overview of Cyber Security))
(1) Cyber Security - Introduction
| EC;jber Se_curitg ERIIT_%__?J

e Computer, Mobile, Network 3R Data @I Online JcRi,
ARl 3R f9AT Permission Access | IRR&T 3@
Cyber Security HEATT & |

(ExamP[eJ Gmail Account ol Strong Password 31X 2FA 9
XG-AT |

@ ‘Important Terms

o Cyber Attack: Computer IT Data U GHET d=A <l HIA|
| @ Cyber Crime: Internet a1 Computer ¥ fhaT ST dTell 3TURTE|

o Hacker: Computer Security &l il &= AT ITH YA A
arer cafad | I8 & Al & Ty A7 foar srgafa oft
gl gahaT g |

e Unauthorized Access: faT Permission fpdt Account aT
Data I &lerT|

"Cyber Threats

Malware: T8 Uga dlell Software |

Virus: Files I7 Programs @l Infect S T Malware |
Worm: 319 39 thel= dTel Malware |

Trojan Horse: 3/efl Software ST ¢ dTcT WeRRTe Program |

Ransomware: Files Lock @ 9 AR aell Malware |
Spyware: TRI-fBU BRI Fhgl F=A dlell Software |

@ Exam Facts

e Malware = Malncnous Software
- ® Ransomware = Files Lock + Ransom Demand.
- ® Worm = Self-Replicating Malware.

Jrrr e
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@ Need and Goal of Cyber Sécu;lty |
[Cyber Security @t GIWH]

@ Personal Data IRfGId Y@= & foig |
@ Online Banking Fraud & &&= & forg|

@ Computer 3R Mobile ! Malware H s & ferg |
@ Email 3R Social Media Accounts IRfard v@=t & ferg |
@ Password 3TR T3 Files @ TRt A & forw |

@ Online Services TRf&Id T&= & ferq |

[Cgber Security & 3 Goals]
[ CIA Triad ]

v ! v v
Confidentiality Integrity Availability
(Privacy) ) (Data Sat @) |  (Data IUctess g1
@ Confidentiality (Privacy)

® Data Fael Authorized =G & 3@ TS|
| Example::l Password & Personal Files Rf&Id 3@ |

@ Integrity (Data W@t I@)
® fS9T Permission &3 Data §G 9 T |

{Example ::| Student & Marks & TTefd aged AT |

@ _Availabilitg (Data 39ty E’FIT)
® T™d USH W Data 3R Services IUTe T |

(Exampl_ej Banking Website &7 &TH &= |

(Exam Pointq CIA = Confidentiality, Integrity, Availability |
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3. Basic Security Concepts

@ Authentication (9899 I9H) | ST %ie;_

e User & UM Ve%rlf HAT . | S
® uggﬁﬁ“ﬁm o amg a@r
G\mmammﬁ%l | [.I EEE‘ J'

f GEIETUT Password, PIN T Fmgerpnnt I - Password PIN Fingerprint
i. Authorization (aiaeﬁr Yo &A1) ( Authorization Example |

e User & IE Permission <1 f& ag &1 | .

Lo
Access &R T & | ‘_}/" —
o T User 3 T FTH FRA B SR | e L omsion "I\";ch
| "ﬁjﬁr : ~ (Dnly Admm..

| | G?{I'E?UT aa—cl?f Admm Eh:f FLle Delete ﬁef ﬁ Permlssmn I

3 Encryption (CARFET)
° Dataﬁ%@ﬁ?f@ﬁmﬁmm |

T8l Key & famT1 g Hiehet & | ]
e Ig Data & IR AT foHT AT Access  “—

Y GEaT W& g | | 2

Decryption (Sifsher)

e Encrypted Data @ 9T U Ay
9§ §qeH |

'Sﬁa’mﬂﬁhyaﬁwa—tﬁ%h

(B) Strong Password (Wi TREE) (o i D)
| e T 3R Unique Password ™ | :
o 3TCT-3TET Accounts ¥ 37T Password T | @

@) i (At least 8-12 characters) !
) 3R, FEAT 3R Symbol F1 IFHT
) T Account F o7 3HT Password
@) &t & A Share T H

@ Password [l @ 7 §dU |

(Quick Difference (i 3R )_]

| Term Meaning
| Authentication Ugd Check ¥l

| Authorization Permission &

f Encryption Data ! FH&d Code H F&erT
% Decryption Data &I UG- AT &I

( Exam Point:) Password 3R Fingerprint, Authentication & IS ¢ |
|
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4. Securing PC

[ PC Security : |

[Page 4 J

Computer & Malware, Data Theft 3R Unauthorized =t

Access ¥ IRf&rd & |

| [PC Security & H&I i ]

@ Antivirus

e Malware &I Detect, Block 3TR Remove

mﬁﬁqaaw%l

GEIE?UT Mlcrosoft Defender Antwlrus I s

N e ol N

Firewall

Network Traffic <l Security Rules £
HTAR Allow T Block &l ¢ |

Software Update

Operating System 3R Applications
Updated 39 |

.®

Strong Password

Computer Login & feTT Unique
Password T |

Screen Lock

Computer TR 7 & T |
Lock |

.@

( Windows Shorl:cut 3 W:n il L

'\-\___________________ 4

[Antivirus 3R Firewallj

[ PC Security ]

.an@

Antwlrus

# Allow
-X-} Block

Antivirus

Firewall

® Malware Detect T | ® Network Traffic Control &ar |

® Files Scan &l & |

® Connections Allow/Block &dT & |

[Exa.m Point ] Antivirus 3R Firewall g Security Tools g,

clfdh 9 HH 37T g |
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4 Securmg PC

[Other Security Methods (31 '\ﬂT&'IT H'\Pﬁi) J

Data Backup

® Important Files & Extra Copy Y&T|

@ Trusted Software

Official 3T Trusted Source ¥
Software Install AT |

- USB Security

® Unknown Pen Drive ¥ 9@y
el |

Suspicious Links

® Unknown Links IT Attachments
T Qe |

User Account

® THd & 3AUR Standard User
Account BT

[Backup % UPR ] o T senm

@ Local Bm:kup JPen Drive 3T

@ Cloud Backup ) Ol Gl Storige1 |

f @ L Restore : | Backup ¥ Data aTaH
| EIESRCTCIN

External Hard Disk | -

File Copy External HDD  Cloud
[ Data Backup 7

‘ www.ofﬁcianma
! f5 :

Standard User Aditur
!( User Account J .

- Important Securltg Features
(O (Automatic Update : =

Soﬁwm“e Secunty Fixes Install ﬁe{
W 73 FRl %‘l i

Unauthorlzed Access H ARGH
HH T 2

?;@w‘
 Quick Revision (it ) )

Data Loss 39 W Recovery ¥
7eE FAT ¢ | |

Antivirus Malware Protection
Firewall Network Protection
Backup Data Recovery
Win + L Lock Windows PC
Update Security Fixes

[ PC Security |
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5. Securing Browser . . . .
1:[Web Browser :J

Internet T¥ Websites @iei= aTall G

| Software %l Google Mozilla Microsoft |
Chrome Firefox | Edge !

Browser Updated ¥ | *

SHYM Browser &l TadH Version SWHIA Y| | . o i Bmwser]
Website URL €9 ¥ Check & | ]
URL ®el & a1 e, e & 39 | rq i Nl 1]

HTTPS aTelt Websites @1 reifiiehar & | ﬂ lhttps pTE— mmJ |
Secure (HTTPS) Websites T IugivT - | Secure Website

Unknown Links T Click 7 &% | [ Don’t Click }
G A1 Ry Links W Click & § s | 698 Unknown Links

Suspicious Pop-ups H & |
Hfd¥y Pop-ups W Click 7 &< |

Congratulations!
You won a prize!

Avoid |
Suspicious Purups |

Unknown Extensions Install 5 % |
®ael Trusted Extensions @& Install &Y |

* 9 Dont Install J
Unknown Extensions

Shared Computer T Logout & |

grdsiie a1 Shared Computer W HH FH &

| L on
f l" )
a1G Logout T 7T ¥ | ! &
Camera 31X Location Permission [ "G‘ Pem
HIe-THge § | | mvoc )

FHae] o 89 W & Camera 3T Location |
P Permission ¢ |

[H'ITP 3R HTTPS] —
(HrP:) (HTIPS B4 oo |

Hypertext Transfer Protocol. |  Hypertext Transfer Protocol Secure. Not Secure (HTTP) |

000006

O

® HTTP # Encryption % | @ HTTPS # Data Transfer ; |
| h oY 5 LS & Erchpt B &) [[ﬁ https.ffwww.exnmpie.mmu:
o % Dota 9 R ey !-aﬁaﬁrﬁgﬁaﬁ?\m%l Secre (HITPS)
- fou aa ww@ ’a‘l b e ]

Exam Facts | @ HTTPS, HTTP & Secure Version %l

[ ) (2) HTTPS, Data Transfer I XA ST &, ARBT Website
3l B9 @ NG AR

. URL = Uniform Resource Locator.
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i "ecurmg Browser

@ Cookies |
— BIdl Data Files fS9E Website

Login Session 3fR Preferences
St STHERT ITe 3 Hebedt B

@ (Cache

Save AT &, T Website
Siedl Load B GHhdl 2|

@ [ Browsing Historg]
- Tl @il TS Websites T

Record |

— 33 Mode H Browser IM=Id:
Session §€ B & &€ Local

Browser Security Facts |

— Website & F Files Tempor'ary

.-»

@ [Incognito / Private Mode]

Browsing History Save EREEGI O"O

_Page 7]

COOI(IBS J s

‘-om_’

.*

Login Session
Preferences

e

Loading...

G

¥

f_Browsmg ngtory

000

@ WWW. exmnple r.am
@ www.nielit. gov.in

L Incognito Mode |

‘000

No Local
Browsing History

O

- @ Cookies = Session 3T Preferences|

~ @ Cache = Temporary Website Files|

- @ History = Visited Websites T Record |

- @ Incognito = Private Browsing Mode!|

0 Incogntto Mode ‘fﬁ FR'&' Anongmous :lé’r ERIGIN

q’)ulck leference )

i Term Main Work
Cookies Website Preferences/Session
Cache Loading ST &l
History Visited Websites T Record

| Incognito Local Browsing Privacy
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6. Securing Email Accounts
[Email Security & ds ]

Strong 3R Unique Password |
Two-Factor Authentication Enable & |
Unknown Email Links T Click T &% |

Suspicious Attachments Download T &Y | ==
OTP 3R Password Share 7 &% | -

Shared Computer WX Logout &Y | e 6%

® CEOEEEE
:
]

Recovery Email 3R Phone Number | St“’"ﬂ € Don't Cmﬁ
Updated T | Unknown
Unknown Login Activity Check | | } "’
' Don't Download

(Imjgortant Termsj f"ws Rl S Crpr :n?ﬂ

@ ' Spam: b
o for 1:I'l"}f 3T arel Emails | E -
® Unwanted I7 Junk Emails +ff &gd g | SRR | Spam Example }--——----—»,!

@ [ Phishing :
® Fake Email, Link IT Website ¥ |
SFHRI H Sl IR |

® Ug 3P Password, OTP T i
Personal Information X1 Hahdl ¢ | |

| Email Attachment : | el (L
® Email & W1 WSl ¥ File | rEmatlAtbuchmentEmmplej .
® 38H Document, Image, PDF 3fe gl Hfh'?f'%l j .
+
Files sent with Email -
( Two-Factor Authentication (ZFA)) g J

G Logmaif(:’maﬂﬁﬂﬁ?ﬁai

Authentication Factors &1 WA | - 23455
.%WAccomtﬂﬁﬂmmﬁ?ﬂlﬁT%I _ + 25

“Exampte ;) Password + Authenticator App Code || | A@p@
_ Two-Factor Authentication ]
[OTP (One Time Password)) — I

® Full Form : One Time Password.
® AR W U SR WA 8 arell
Verification Code |

rﬁpo}tan_t _j OTP, Password 3fR Recovery Code
e Waﬁﬁaﬁml

<[ OTP: 482915 ]

One Time Password
(Verification Code)
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o S —

7. Phishing and Online Fraud

s _. ' Phis B
@ Phtshmg J piad) Exarng
® Fake Email '«‘IIT Website & Personal | | & weberklogneom l
Informatlon ﬂ?ﬁ @ DR | il Online Barking
. Example | Fake Bank Login Page | | Username
' Password
| i
@ Smishing —— )

® SMS & SIRY 8% el Phishing Attack | < vessges
" Example : | Fake KYC Update SMS |

(3) Vishing
® Phone Call & SIRT 81 el
Phishing Attack |

|Exa.mp;le _J Fake Bank Officer S¥ahY
OTP I |

Social Engineering

o fhdl =tk &I 4G TF Password ?IIT
Private Information o |

Your KYC is pending.
Update now:
http://bit.ly/kyc-update

10:24 AM

[Important Differences (& \‘ﬂﬂ'\’)j

Term Main Means | e

Phishing Fake Email/Website/Message | n @ I

. o et oy Omishin ishing |

Vishing Voice Call (ke EniWe) o) (Ve Cal)
[Safetg Rules (e fram) | - | Safety Leons |

@ Unknown Links = Tet | 9 —— ‘% i
(@) OTP 3R PIN Share 7 W | ;6@% @0

- Dont Click ~ Don't Share Beware of Check Correct
@ Fake Customer Care Calls & GG Vg | | Unknown Links OTP/PIN Foke Calls Webste Address

Login @Y1 ¥ Ugel Hal Website Address Check & |

[Exam Point :j ~ @ Smishing = SMS Phishing 3R Vishing = Voice Phishing |
@ Phishing Email/Website/Message & SRU &Il 3 |
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'8, Secure Social Media Accounts
(1) Facebook Security (Ftonk Sty o
Strong Password 3§ | E rr:“

Two-Factor Authentication ON & |
Privacy Settings Check P | i
Unknown Friend Requests ¥ HTayH 3@ | |

2Fh

SLEE

@ Unknown Devices ¥ Logout N | v Settings ?ﬂm Umm
@ Instagram Security :’ | Intagram Securiy loors |
Two-Factor Authentication Enable &¥| ; O . 6)
Fake Giveawy 3T Suspicious Links ¥ & | : m ,,mg |
Login Activity Check & | i _EI Gueauay / Links
Unknown Accounts T Block 3T Report X | : b b
Personal Information Public 7 &% | : Block / Report  Don't Share |

Logm Actmtg unjmmmmmts Personal Info

- WhatsApp Security (i Sty
Two-step Verification Enable ¥ |

6-Digit Verification PIN ¥ & g g, O b
Registration OTP foseit &t 7 &ard | Vefaton PIN. Rettin OP
Linked Devices Check & |

Unknown Linked Devices | Logout | - D ‘ (Q)
App Lock 3T Biometric Lock M | LmkedDewms Umm ;Bﬁ;ﬁﬁ éﬁ"{g‘fm

QREPOE® ©OOEG

SR & ATER End-to-End Encrypted - I P Tt~
Backup Enable &Y |

( End-to-End Encryption (E2EE)) ~{ to-fnd Ernpim Bangl |

e End-to-End Encryption %1 Haeld g fb

Message T Content FId 9o el IR | ¢--- LT 2
ﬁ'\efMessage AT T €, 98 Ue 9ad ¢ | |

® JIEXU: WhatsApp @ Personal Messages |

R Calls | : ﬁf TG T %I
 Phishing % Y& YR |
Type ardf ": Exam Point :
Phishing Fake Email T7 Website & @R 01 | @ OTP, Password 3R
Smishing SMS & SiRT Phishing Recovery Code
Vishing | Phone Call & SIRU Phishing &l Share T &Y |
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P ——— e —— - —— - — T

‘ 9. L t Phone

Securing Smart Phone D

[Smarl:phone Security )

Keep Your |

Mobile & Data, Apps 3R Accounts &I i Mobile Safe

Digital @R ¥ FRIAW & |

[Smartphone Security Tips (=4 ’\EEITCT)] |
PIN, Password dT Biometric TN

@ [Sereen Lock:] IV g ; T

o MY) 5
U . Android/i0S 3R Apps g b
@ Software Update : Updated & | | ? |

Screen Software Trusted |

Trusted Official App Store AT Trusted | 7% Update Apps
@ AP ) Source ¥ Apps Install #| | N

@ AP Portriccins . ' Camera, Location, Contacts Sﬂ'\' ¢ > I
P Microphone Permissions Check I | % |
| |

e A Avaid Keep |
@ L Public Wl-Fl 3 Unknown Wi-Fi G Sensitive | e mﬁigim Wi BluetooetiOFF,
- - Transactions ¥ & | dai gl

@ Bluetooth : S<d T B W Bluetooth
9T | =
- - T Biometric le
@ometnc Authentlcatlon] [ ometric Example |
Physical Features ¥ TETI Verify $I - Examples :

@ [ Q] ® Fingerprint Recognition

7/

-

® Face Recognition

Fingerprint Face Iris

| ® Iris Recognition
RECngtI.OI"t Recngmtton Recogmtmn ;
[ Other Mobtle Securtty Tips ] ~{ Data B«fkgp p & Tracking Icons |

Data Bn:l:up Important Files 3R Photos “
®L ] @l Extra Copy ¥ |

2 . i i i - Data  Find My Device Avoid Unknown Remote
8 Device Tracking : Find My Device 4T Find .MH |
. "9 SRt Service Enable &% | Backup ) : APK s .

Unknown APK : | Suspicious ;}PK Files [ VPN (Virhw.l Private Netwnrk] ]
el VPN Device 3R VPN Server

. Remote Lock ; Phone @ WY U Service @ & @/ Encrypted Connection
¥ Lock ®¥| AT g| |

{Phone q IH W® (Steps)J B = )

(1) Device Track A & BT H | 9 a ﬁ
e S%d gl Remote Lock &% | | o %

(3) Important Passwords e | | D‘MCE RB"LW""F pfﬁhi“a;ﬁs leﬂ RE,'.‘;;:B I

(2) SIM Block ey | o 2w e T

: Permission —> App Access Control
[ R E 2
9 SR g emote Erase | @. App Permissions g T Hd g & App

39S Phone & o Features @ Access #X Hall ¢ |

(Exam Point :] ": Fingerprint, Biometric Authentication &T Example gl
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N P AT, T T @ A . TRAL T ¥ G

[Cgber Securtty One-Ltners (Q$ qﬁ'ﬁ ﬁ Hﬁ{ﬂf mﬁ)j
@ Cyber Security, Computer 3R Dota P! Y& Tl %I e
@ CIA & 3 Goals: Confidentiality, Integrity, Availability| : =

Malware &7 37 Malicious Software & | | | Confidentiality  Integrity

! ty i
Virus, Malware &7 T& JHR £ | L (‘Wﬁﬂﬁﬂ (\Hasm)

Worm 39t 3T et Hher & | (s of Wb}

TrojanHE?ﬂSoftwareﬁﬂTﬁﬁm%| “v‘ a Q

Ransomware Files Lock/Encrypt @R Hebdl g1 | Vius  Worm Trojan Ransomware Spyware |

Spyware TRI-f&U SF@HRI gehgl ARl 8 | QN | Security Tools | R
Antivirus Malware Detect 37X Remove STl %I I 0 w '
Firewall Network Traffic Control ¥l & | i (m?gm) o M Crtrd)
Authentication User Sl 98aH Check @ g | » [ ;mpo,.tmt Comept,_ J \i

Authorization Access @1 Permission ST & | ' ‘ ’ —; !

Encryption Data Bl '\‘j?f@!ﬁ &7 ¥ geedl ¢ | Authentication  Authorization  Encryption.
Backup ¥ Data Restore Bl & | () (orgele) (ot =

HTTPS Data Transfer ! Encrypt &l g | | | Web Browser J ——
Cookies Website Preferences I16 ¥ Hail ¢ | ' [[ (8 https://www.example.com ]]
| HTTPS = Encrypted Data Transfer

Cache Website Loading o%1 &~ ¥l & | . . &
Incognito Mode Tt Online Anonymity &l qdl | | "

2FA Account Login Security §gIdT gl (m] {Fmr - MH@W}
OTP fat 't Share T8 el ARy ([ pcoi ol Gty

Smishing, SMS & ST Phishing & | . -

Vishing, Voice Call % SIRT Phishing # | ’ 2 Snishing - Vitng

@
®
@
@
@
©
@
@

(Bt Sy [DnNutSiwe (SMS Prising) WNWPhd'ung}

WhatsApp # Two-step Verification SUciey %I WhatsApp Security |
E2EE Messages T Content {RI& ¥&@dl gl 5. e ﬁ
|
Fingerprint, Biometric Authentication € | | Two-step End-to-End |
| Verification Encryption (E2€E)

VPN, Device 3R VPN Server & dit Encrypl:ed e
Connection AT & | thhde s“"”tyj { Epﬂj )

I |
App Permissions, Mobile Security & fow St £ | lr@_ @ i @ i

Software Updates Security Fixes 4 3 | | G |

®0 ®GE
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S. No. Full Form
CIA Confidentiality, Integrity, Availability
IT Information Technology @
PC Personal Computer .
0S Operating System

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

URL Uniform Resource Locator

TLS Transport Layer Security

SSL Secure Sockets Layer

OTP One Time Password

2FA Two-Factor Authentication

MFA Multi-Factor Authentication

VPN Virtual Private Network

E2EE End-to-End Encryption

PIN Personal Identification Number

USB Universal Serial Bus

SMS Short Message Service

APK Android Package Kit

66@6@6@@@6@0@@@@@(9@

KYC Know Your Customer

Qulck Revision (1€ 7@ & fr) |  ——

2FA = Two-Factor Authentication

HTTP - Hypertext Transfer Protocol
HTTPS = Hypertext Transfer Protocol Secure
URL = Uniform Resource Locator

OTP — One Time Password

VPN = Virtual Private Network

!
|
r
l
|
|

" e e e e e e s e S i M . S R i S S S S A S SR R N A . R R S R S . NS . ki . S . A Mo AR S S M

|
° |
® E2EE - End-to-End Encryption i
® PIN - Personal Identification Number |
® USB - Universal Serial Bus i
® SMS - Short Message Service i
® APK = Android Package Kit i
® KYC — Know Your Customer J

i e e e e £ A e ey e
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-~

@ [Antmrus VS Ftrewallj

® Antivirus & Malware Protection
(Malware ¥ sraT 8)

® Firewall = Network Traffic Control = = _F == - X
(Network Traffic @t Control &aT &) | (;ﬁrmuzlw::l v EETT:]I) gﬁmiﬁi T;g;mﬁ%)

: ® HTTP - Encryption & &l Bl httpffwwwemmplemm] [ﬁm;mm]

| ® HTTPS - Encrypted Connection " @ Encryption T T ® Encrypted Connection. |
(Data Transfer TLS @ Encrgpt?lﬁ'r%) ! e D‘Itﬂwfgﬁamﬁ ° Dmg@am%

@ @M@hon v§ Auﬂwnzatlonj (hiRaaty) | (fduie]
® Authentication = Identity Verify

(User &t 989 Check &%) e:#*i* |
® Authorization - Access Permission : : |

WWﬁAccessﬁﬂﬁqﬁam i

Firewall

i
|
| |
' |
|
f |
! |
|
l |
|

e —

Identity Verify | Access Permission |
(e o gf¥) | (fl WA P Access |
TR

@ (Coties v Cadhe ) —

® Cookies = Session/Preferences

(Login Session 37X Preferences) | . @ . =
® Cache — Temporary Website Files | e |

. : . Session / Preferences rary Website Files
(Website 1 et Load FH H Hee) (ﬁ'ﬁ Login Info, Site Settings) I{Wd:ate ﬁa"—'ﬁ Load aaﬁfim}

@ _ Phishing vs Smishing vs Vishmg_l_ o s

@ Phishing - Fake Online Messages/Websites : iy | [—S'"‘d“"g—] [_V“‘]W ]

| (Fake Email 1 Website) . '
@ Smishing & SMS | |
| (SMS % SRg Phishing) | |

® Vishing & Voice Call . Fake Email/Website |~ SMS Voice Call
(Phone Call & WY Phishing) '[0"1"18 Mm&‘ﬁ) SMS & iRy) (Phone Call ?ﬁqﬁq

[Important s/l Fae (] ) |

S. No. Statement (®e) True / False
(1) Antivirus Malware ¥ ST & | 0 True
(@ Firewall %39 Virus g2 &1 € False
(3) HTTPS & Website $1 Fraud-free ST &1 € Fase
(4) Incognito Mode Tft Anonymity 3T B 1 @ Fse
® OTP féelt Y Share T TRféa 2| Q Fse
® Fingerprint, Biometric Authentication | VI
@ Backup ¥ Data Restore faar S wear g @ Tre
VPN Toft Cyber Attacks T 21 ) Fase
@ Strong Password Account Security SGTT 8| ® T

1 @ SoFtware Updates Secuntg % %q GIF{T %I QD T
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13. Model Questions and Answers

@ [Ql Cyber Security 9T 8?

Ans | Digital Devices 3R Data ! Online
Gl § gfard 3@ |

@ Q2. CIA ¥ i Goals ®IT &2
{ iConF identiality, Integrity, Availability |

(3) (3. Malware 1 Full Form 7187 | |
‘/ An.; W Malicious Software | i

@ Q4. BIF-HI Malware 3 anuﬂﬁrm%? |
(Ans | Worm |

(5) ((@5. -1 Mlvare Fies Lock 3¢5 1 187 ) (g
W} Ransomware | '

Q6. Antivirus T FHRME?
 Ans : | Malware Detect, Block I Remove ST |

@ Q7. Firewall & %7 &9 78?7 |
@ Network Traffic Control & T |

Q8. Authentication T 87
E} User @i g Verify &I |

(9) (9. HTTPS T Full Form 7 &2 | (=

(A_ns_j Hypertext Transfer Protocol Secure! |

1
ﬂ https://www.example.com J

Q10. Windows Lock Shortcut 1 &7
(Ans: ) Win + L1
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Q11 Phishing 4T 82
Ans : | Fake Email, Link a1 Website &
- SHSHRT A D DI |
Q12. Smishing T & ?
Ans : | SMS & SRU Phishing |

(QI3. Vishing 4T & ?
Ans : | Voice Call & SiRY Phishing |

Q14. 2FA &7 Full Form =1 & ?

Ans : \ Two-Factor Authentication |

Q15 OTP W Full Frm & 8?7 | | ————
“ == | % %k %k %k (M) |
Ans : | One Time Password | | !

Q16. WhatsApp H -1 Account
Security Feature & ?

Ans : | Two-step Verification |

-
|
|

Verification

N e . . e e e
¥
|
1

(Q17. E2EE 7 Full Form #@T1 8?2 |
Ans : | End-to-End Encryption |

Q18. Biometric Authentication T
Example &1 g2

Ans : | Fingerprint Recognition |

(Q19. VPN & Full Forom#n&? ||
Ans : Virtual Private Network | i
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